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Legitimate Access

» |n early July 2022, a legitimate

remote access was made to an  [= Remote Desktop Connection | = | = |
Ultimate Logger by a technician | Remote Desktop

. . : “»¢) Connection
using Window's Remote Desktop -

P ro 'I'O C O | ( R D P ) . Computer: |Exam|:u|e: computer fabrilkam .com W

Ugername: MNone specified

» TO G”OW This, O por'l' WOS Opened The computer name field is blank. Enter a full remote computer

name.

on the modem’s firewall (port ) Show Opters Cares | [ feb
3389, the standard RDP port)
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Modem Firewall Proceduvure

» On completion of such
connections, it iIs necessary to
both close the port and reboot
the modem.

» Prior festing had shown that,
without the reboot, active
connections prevent the modem
(Bluetree 6800-series) from closing

~ the port - even though it reports it
as closed.

3

e
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Something Went Wrong

®» On July 26, the data link
with the station was lost.

» On arrival at the station (
the next day, the PC was
found to be infected
with ransomware. The _—
machine was physically
disconnected from all

networks and turned off.
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Investigation
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The security system was “off” ...

» [fis known that, when open,
port 3389 attracts malicious log-
INn attempfts within minutes - thus
active connections are virtually
guaranteed.

» The port closing/reboot was not
performed correctly once the
tech had finished with the
remote connection. This left
port 3389 open to the internet.



... and they had the key to the front
door!

» With the port left open, the PC
would have been subjected to
continuous log-in attempfts from

bofts running known
combinations of usernames and
passwords.

» The Ultimate machine was using

the default DR DAS
user/password combination
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How did the bot/virus/ransomware obtain
the default username and password?

= Not entirely sure.

Sent: Friday, November 26, 2021 1:48 PM.ca>; Chris Hendrickson <Chris.Hendrickson@gov.bc.ca>; Debosz, Jerzy <lerzy.Deboszi@ontario.ca>
Subject: NAPS important message / SNPA message important!
Importance: High

- | I l ‘ r‘ | | O V ‘ b < < | I CAUTION: This email has been sent from an external source. Treat hyperlinks and attachments in this email with care.

Hello everyone,

k n O W n O T T O C kS O n D R ‘We would like to share a critical information message from Dr-DAS regarding Ultimate loggers and virus attack.

Bonjour & tous,
Nous aimerions vous partager un message critigue venant de Dr-Das concernant les systémes d'acquisition de données Ultimate et les attaques par virus.

DAS systems and
Ultimate loggers.
=L 7%DR DS

= One of the first things
bOTS do When @ SYSTem Tuesday Ransomware Attacks

In advance of the Thanksgiving (US) holiday, it has come to our attentien that a ransomware attack was triggered on some loggers across a couple agencies overnight

L] L] L]
Tuesday. The loggers that were aftacked were varied in their physical platferm - including some provided outside the DR DAS architectures. Additionally, the penetration
of the attacks does net indicate any relationship io DR DAS provided software. Despite the instance count of about 5 computers across all deployments in North
America - which is an incredibly small amount, and clear evidence that the infecfion is not related to DR DAS hardware or software, it seems like a good and prudent
time to offer some helpful advice should you find yourself in this situation.

S ( : O U r f O r O 1- | I < > r O ( : ( : < > S S Before | get too far into a discussion, | wanted to make a critical observation. If you return from Thanksgiving and find any loggers not responding to
CommCenter polling requests. it is our strict recommendation that you DO NOT remote into the stations to evaluate the situation, instead please consider
L] f T L] |
L] L] |
security credentials.
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Consequence

» Approximately 3 days of ambient monitoring data
from PRAMP’'s 842 monitoring station were |ost.

®» Removed the data-logger from the station and
replace with a back-up unit since the compromised
Ultimate could not be restored in the field.
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Response
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Improvements Made on PRAMP (&
LICA) Servers

» DR DAS default user/password was immediately
changed on every Ultimate machine to something
unique.

®» Remote connections are now principally made via @
VPN connection removing the need 1o manually
open/close firewall ports.

®» More sophisticated anti-virus software was installed on all
machines (nhow Cybereason)

» Bluetree modems are being replaced by something
more up-to-date.
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Advice from DR DAS

» |nstall anfi-virus.
®» Remote access passwords need 1o be strong.

» Consider changing the port (if using Ultra-VNC, Remote
Desktop, etc).

®» The remote modem should only accept incoming
connections from the known public stafic IPs.

» Activity on the Ultimate should be restricted to accessing
what is necessary on the machine (ie, don't check emaill
or browse the internet).

» Avoid use of USB thumlb drives.
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Final Thoughts

® Establish a good sense of security.

» Understand vulnerabilities and limitations of hardware and
software (firewalls, ports, passwords, MFA, 2FA), their
ifecycles and update frequency needs.

» Follow manufacturer advice, recommendations, bulletins.

®» Cyber security complacency is a common catalyst for
breaches.

»“‘Complacency is especially insidious in moments of seeming
internal quiet or when cyber security incidents seem like
distant stafistics.”
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Thank You

» Acknowledgment: Input from Chris Wesson at Bureau Veritas
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